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Background
Patient health information protection is a very critical aspect of healthcare practice. Sharing or exposing this health information regarding a patient constitutes a breach of privacy rules. This breach is not only unethical and against the law but also the code of ethics for all medical health practitioners and all other professions. Protecting the information of an individual is protecting his interests and consequently assuring him of a healthy social environment. This reason is why there are laws and regulations set to prevent the breach of privacy, especially in the health care context. This paper presents a compliance program on the implementation and ethical decision making for the healthcare industry.
Problem Summary:  Privacy Breach—HIPAA Violation
	
	Briefly Explain the Law, Regulation, Standard, et cetera*
	Briefly Explain How the Law, Regulation, Standard, et cetera Applies to the Privacy Breach/HIPAA Violation

	Applicable Law(s)
	HIPAA Privacy laws (HIPAA, 2013)
	The employee has disclosed the personal information of a patient without prior written authorization.

	Applicable Specific Regulation(s)
	The unauthorized disclosure of information about a patient
	It is illegal to disclose personal health information of a person without any permission.

	Disclosure
	Unauthorized disclosure
	It is a requirement by the human resource laws that an employee, while at the workplace to respect the privacy of others and not to do anything that infringes on this.

	Applicable Human Resource Law(s)
	Respect for others personal privacy
	It is a requirement by the human resource laws that an employee, while at the workplace to respect the privacy of others and not to do anything that infringes on this.

	Applicable Industry Accrediting Body Standards
	Minnesota Board of Nursing
	While at the service, a clinical practitioner has the responsibility of ensuring that the health information of every patient is protected and not interfered


Source: (Minnesota Nursing Board / Minnesota Board of Nursing, 2015)
[bookmark: _Toc85533819][bookmark: _Toc85594669]Seven Essential Elements of an Effective Compliance Program
	Number
	Elements of an Effective Compliance Program
(Federal Register)*
	How Does This Element Apply to the Privacy Breach/HIPAA Violation?

	1.
	policies, procedures, and standards of conduct.
	Policies are paramount to the organization since they guide individuals to avoid 

	2.
	Designated compliance officer and compliance committee
	A specific procedure of avoiding a breach of privacy should be there, like writing, to request the authority to share information regarding a patient.

	3.
	Effective training and education
	Trained professionals have lower chances of breach privacy

	4.
	Effective lines of communication
	Effective communication is vital in reporting cases of breach of privacy of individuals

	5.
	Internal monitoring and auditing
	It ensures and has some critical information regarding whether there has been a breach of laws in the recent past

	6.
	Enforcement of standards
	The existing standards of healthcare must be enforced, no matter what.

	7.
	Prompt response to detected problems
	Any detected breach of privacy is dealt with promptly to ensure the menace is curbed


Source: (Amgen, 2014) 

Privacy Breach Consequences
	Covered Entity
	Legal Penalty(es)*
	Additional Consequences

	Individual Leader Within Health Care Organization
	$50, 000
	The suspension followed by retrenchment from work or deregistration from the professional body

	Other Internal Health Care Organization Stakeholders
	$100, 000
	Ejection and deregistration from the professional body 

	Health Care Organization
	Above $1M
	Deregistration and denial of the license for operation


Source: (HIPAA, 2017), (U.S. Department of Health & Human Services, 2019)

Evidence-Based Recommendations
	Number
	Evidence-Based Recommendation
	Additional Insights/Salient Points
	Source(s)*

	1.
	Sensitization of all employees 
	On the importance of respect to the privacy of other
	

	2.
	Strict human resource laws
	Laws that if found guilty you are sued and before being sacked
	

	3.
	Encouraging all worker to adhere to ethical standards and conduct
	Let the employees understand that they should behave ethically
	

	4.
	Punishing those found guilty of infringing the privacy rights of others or for patients
	Punishing those found culpable acts as a lesson to others and hence make them aware
	

	5.
	Sensitization of the general public to be aware of their privacy rights
	By sensitizing the general public, there are chances of reporting for the necessary action to be taken.
	


Source: (U.S. Department of Health & Human Services, 2019)
Ethical Decision-Making Framework for Health Care Leaders
	Number
	Ethical Decision-Making Step*
	Apply the Ethical Decision-Making Step to the Privacy Breach/HIPAA Violation

	1.
	Properly understand the basis of source of the ethical dilemma
	Ensure you understand why people and employees infringe on other's privacy. What are the motivations?

	2.
	Identify the ethics-related questions requiring clarification
	Warn those that do not know that infringing personal privacy by either exposing their health information or in any way it is illegal.

	3.
	Understand the ethical rules and organizational values
	Health information is completely private information that should not be accessed prior to written permission

	4.
	Discern on the options respond 
	The only options present are whether an individual is guilty of infringing privacy rules or not.

	5.
	Expect an ethical conflict to come up
	Either way, stand with what is right and convict the guilty

	6.
	Final thoughts
	Substantiate the decision you have made by firmly saying that breaching privacy is illegal


Source: (Nelson, 2015), (USGOV, 2017)
Conclusion
Breach of the privacy of an individual is good for their social lives. It is for this reason that it is an offense punishable in the law. As a health professional or any other employee, it is essential to comply with the privacy rules since it places you on the safer side. Complying with these privacy rules and regulations means that you are ethical, and therefore chances of risking your job and profession are very low. The best practices of adhering to these regulations include following the correct route before exposing the health information of a patient. It mostly involves requests through writing. As an ethical healthcare professional, it is right to report any cases of breach of privacy to make sure the vice is stamped out the profession.  
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